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Logical Diagram: Enterprise Deployment of Lifetime Key Management

DECRU DATAFORT RECOVERY

Decru DataFort provides multi-layered recovery capabili-
ties to ensure uninterrupted access to encrypted data.
This functionality is critical to comply with government
regulations for data retention.

RECOVERY CARDS

The DataFort platform uses two-factor authentication
and Smart Cards to ensure that recovery operations do
not create security vulnerabilities. When DataFort is
installed, a series of Recovery Smart Cards are initial-
ized according to the organization’s security policy. A
quorum of Recovery Officers (2 of 3, 3 of 5) using
Smart Cards is required for sensitive data recovery pro-
cedures, ensuring that no single person can override
system security.

Recovery and availability methods include:

Clustering: DataFort appliances can be deployed in
clusters for increased throughput and failover. By
securely sharing key material, DataFort cluster mem-
bers can seamlessly pick up the load for a down unit
in the cluster.

Replacing a Cluster Member: A failed DataFort can
be quickly replaced by adding a "factory-fresh"
DataFort to the cluster. In this procedure, the new
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cluster member automatically synchronizes key material
after authorization by a full set of Recovery Cards.

Cloning: If a DataFort is not part of a cluster, a
replacement DataFort can also be cloned by combining
a quorum of Recovery Cards with a Configuration
Database (either stored independently or in the
Lifetime Key Management software).

Software-based Recovery: Decru also provides a
Software Recovery Tool within the LKM system, ensur-
ing access to data even if no DataFort appliances are
available. The Software Recovery Tool runs on UNIX or
Windows workstations to decrypt necessary data from
a file, a Cryptainer, or an entire DataFort. This tool can
be stored on media alongside encrypted data, providing
ready access to data archives. A Recovery Card
quorum and Configuration Database are needed for
this procedure.

SUMMARY

Lifetime Key Management ensures that enterprise
DataFort deployments support the business continuity
and compliance requirements for government and com-
mercial organizations. By providing a layered security
model and automating key management, DataFort dra-
matically strengthens and simplifies storage security.
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